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Agenda 

• Why should I listen to this guy? 

• Short History of Automation 

• Cyber Security 

– Why do we need security 

– How to be an hacker 

– Case Study of Utilities Cyber 

Security 
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Cost Efficiency 

Reliable 

Meets standards 

Safe and Sustainable 

SCADA is Critical to the Mission 

• The mission:     

• To support the public health, safety 

and economic interests of the 

community by providing quality 

Water and Wastewater services in a 

responsible, efficient and 

sustainable manner. 

Increase productivity 



State of the Industry 
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CH2M HILL’s Automation Group In Younger 
Days 

Automation in the’50’s 
(MicroFLOC) 

DCS Pre-Windows ‘80s 
(Bailey) 

* 
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Demand for Cost Efficiency Inspired 
Innovative Solutions 

  

Local HMI 

SCADA/DCS 

Tablets 

SCADA/DCS 

Regional Controls 

Remote Access 
(Dialup) 

Note: *Image courtesy of Google Images 

* 

* 

http://epub1.rockwellautomation.com/images/web-proof-large/GL/1923443.jpg
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Average Lifespan of Automation Equipment 



Industrial Control System Cyber Security 
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Our World is Changing 
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2013 Executive Order on Cyber Security 

• Establishes a voluntary program to support the adoption of 

cybersecurity standards (called a "Cybersecurity Framework") by 

owners and operators of critical infrastructure. 

• "Critical infrastructure" will be identified using a risk-based approach by 

the DHS. 

• The Executive Order permits agencies to: 

– Add supplemental material as necessary to address risks that are specific 

to its sector; 

– Use existing statutory authority or identify additional authority to regulate 
the cybersecurity of critical infrastructure; 
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Media Coverage 

• Stuxnet – Infected at least 22 manufacturing sites 

• Pump destroyed at water plant Springfield, IL 

o Believed to be due to cyberattack (not confirmed by DHS).   

o Story covered by news media such as the Washington Post, Fox News, CNN, and 

MSNBC 

o Even though unconfirmed, the utility was in the national spotlight for weeks 

• Texas SCADA system hacked and screenshots of HMI released 

– Response to DHS downplay of IL incident 

– Again carried by major news media 

– Used a virtual network connection with the  

internet with simple password to access  

network 

http://ciip.files.wordpress.com/2011/11/ip0aa0.png
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Media Coverage Last 2 Months 
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The Threat is Real! 

• US Security Advisories 

• 2010 (prior to stuxnet) 

–5 security advisories 

–3 vendors involved 

• 2011 

– 215 disclosed vulnerabilities 

– 104 security advisories 

– 39 vendors involved 

• 2012 

– 248 disclosed vulnerabilities 



Copyright 2013 CH2M HILL 

Attackers from the following countries 

• 35% from China 

• 19% from USA 

• 12% from Southeast Asian 

Nation of Laos 
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• With proper tools your systems can be secure 

• Reduce our exposure against the most likely and probable threats 

• Security improvements will reduce operational risk 

We can Improve Security and Reliability! 

Balance risk 

reduction with the 

cost of security 

measures 
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How do I meet “Due Diligence”? 

• Perform an evaluation 

• Implement policies 

• Implement tools 

• Don’t forget physical securities 

• Perform regular evaluations 

http://www.emsolutionsinc.com/images/content_images/security.jpg
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Training is key 

• Create a security culture 

• Practice being secure 

• Educate social engineering 

• Ensure you have additional staff with operational knowledge of 

your systems 

• Operational improvements will be recovered 
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Myths and Questions from the Industry 

Myths 
 “I’m secure, I’m not connected to the 

Internet.” – Public Works Director 

 “I’m secure, I have three passwords 

before I can connect” – Operations 

Manager 

 “Using Passwords takes too long and I 

can’t respond to emergencies”   

 “Wastewater systems aren’t in jeopardy” 

– Lead Maintenance Mgr. 

Questions from 
Management 

 What is the real risk to us? 

 What is the golden solution? 

 What needs to be protected? 

 What do I need to do? 

“Cyber security is like an arms 
race – there is no silver bullet” 
Michael Assante – Chief 
Security Officer NERC 
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Common Vulnerabilities in the Industry  

• Utilities serving >1,000,000 to 1,000 customers have the same 

challenges.  

 

• Common Vulnerabilities: 

– Vendor dial-up access to PLCs directly 

– Routable public IP addresses 

– Many dual-homed computers 

– Unsecure wireless networks 

– Windows XP and Server 2000 

– Unpatched computers 

– Operators who are afraid of passwords 



Case Study 
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Case Study - Typical SCADA Assessment 

• SCADA System 

– Supported by Local Integrator 

– Part of the system is new, Others > 25 years old 

– Software/Hardware was typical common equipment from the NW 

• Public Works Director Stated the following: 

– I want to perform due-diligence and have our system evaluated by a third 
party 

– I know our system isn’t connected to the internet 

– I am not using Windows 7 yet so I’m a bit nervous 

– I like to understand our single points of failure 
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Additional Background Information 

• SCADA covered a master site and remote facilities 

• SCADA system had historian, HMI nodes and alarm notification 

software 

• Local Ethernet network 

• Local PLCs for control 

• Radio network for telemetry communications 

• Remote PLCs 
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Phased SCADA Security Implementation 

• Phase 1 

– Review SCADA communication network 

– Evaluate the security of remote access 

• Phase 2 

– Implement recommendations found in Phase 1 

– Perform training for utility staff 

– Develop policy and procedures for maintaining 

software and network 

• Phase 3  

– Implement the NIST SP 800-82 guide for 
SCADA security 
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Approach to Phase 1 

• Request for documentation 

• Debriefs 

– Management 

– Systems Integrator 

– Operations staff 

– IT staff 

• Perform on-site forensics  
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Findings of Phase One Assessment 

• SCADA directly connected to internet in over 3 ways 

• IT group didn’t understand the importance of SCADA  

• Know vulnerabilities with 

– PLC Programming Software 

– HMI Software 

– Remote Access Software 

• Radio network open to the world 

• Surprises - No redundancy and not one backup 
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Summary - SCADA supports Your mission 

• ICS/SCADA is critical 

• Threats are dynamic and ever changing 

• Security isn’t as simple 

• New technology make operator’s life easier 

• SCADA security is a necessity 

Wisdom 

Historical 

HMI (Graphic Displays) 

Network 

Logic Processors 

I/O Interface Modules 

Field Equipment 

Mike’s “DIKW” 



Thank You! 
Questions? 

Michael.Karl@ch2m.com  425.749.2020 



60 Minutes Video 


