3

V.

For the best experience, open this PDF portfolio in
Acrobat 9 or Adobe Reader 9, or later.

Get Adobe Reader Now!



http://www.adobe.com/go/reader


Nicki Pozos, PhD, PE

May 4, 2011

czgam?e

Engineers... Working Wonders With Water ®

-





Your can use your model and your brain
to do a lot more with the distribution
system you already have






A well-managed distribution system is a
happy distribution system

Control water age

Make optimal use of existing storage to
avoid construction of new storage

Maintain system pressures

Manage mixing of different source waters
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Distribution system optimization requires a model
that runs in extended period simulation (EPS)
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EPS requires a diurnal curve
Captures PHD

Figure 2
AWWA Average Day Flow Diurnal Curve

Peaking Fac

0.20 ADD

0 8 10 15 20 o

Time [(hours) MDD

Captures Minimum

You really need an accurate, system-specific diurnal curve





A hydraulic model will not do your
thinking for you

Model Used
to Verify
Approach

Operations Potential

Challenges Approach

Model
Outputs Used
to Refine
Approach











Water age management can preclude
numerous water quality challenges

Increased
DBP Levels
(THMs/HAAS)

Degradation
of Chlorine
Residual

Increased

Age






The old paradigm was to build as much
storage as possible, as high up as
possible
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Case Study 1 — A chain of reservoirs
going up a hill makes trouble

%?L@E@J

Supplies






Original controls were based on
reservoir levels leading to extremely
high water ages

o200

Already Old Water
Transferred to
Upper Reservoir

Supplies





Pump station controls were instead
coordinated such that all reservoir
would fill at once

Fresh Water Supply
Carried Up to the
Highest Reservoir

Supplies

——





PRVs were also installed and put on
timed controllers to increase
reservoir turnover

Cam ™

Supplies

-





Case Study 2 — A simple system with a
single large storage site

SFPUC
Turnout
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Current operations were leading to high
water ages

* |nsufficient reservoir
turnover

« Operational strategy was
not taking
advantage of high water
demand times
of day

« \Wanted to add additional
storage at the same
location to meet
emergency storage needs
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It was proposed that the City control water age
through altered pump station operation

Current Operation

MID 7:30 Noon 3:30 MID

Recommended Operation

Winter

MID 6:00 Noon 6:30 MID
Summer

MID 6:00 7:30 Noon 3:304:30

pumps0r | | Pumpson | | pumpsor |

Additional pumping with proposed tank





Like for many utilities, improved water
quality came at the cost of higher energy
costs in both of these examples

Reduced Water Energy Costs
Age and Improved for Increasing
Water Quality Turnover





Case Study 3 — Poor turnover in a lower-
elevation reservoir

(1) Pressures
set by PRVs
did not allow
reservoir
turnover

44

& Supply

D
DT
D Service Area A

Service Area B

@ Drawdown in
the upper
reservoir was
excessive





Partial solution was to reduce settings on
PRVs to be closed during normal ops

Supply

!

Improved
water age by

increasing
pass through \ v

X
T

Service Area A

X

Service Area B






The hydraulic model was used to verify
PRV settings could be reduced while
meeting pressure requirements

I '
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Improved use of the lower tank can be
achieved through a SCADA-controlled valve

Dd
Force tank to PEEE=—C V' N
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Improving Pressure

Management






Case Study 4 — Use of a booster pump station
in a rather flat city
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Existing controls sometimes led to the booster pump
station being unavailable during peak periods
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Forced filling during non-peak hours prepares
the reservoir to be full when needed

1.4
T T T T T 1] A
Forced Filling \\
1.2 e"'"\ - o~ 5 100
ﬁ
L~

=
(1] / \ 4 // \ —
£ 08 g S
(<] / o’ L
o ©
2
8 0.6 50 g
D o
o x

0.4 E

0.2

0 0

12:00 am 4:00 am 8:00 am 12:00 pm 4:00 pm 8:00 pm 12:00 am

Hour

LEGEND

Diurnal Curve |}
Tank Level






Managing Mixing of

Different Source Waters
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Source traces can be used to increase
system understanding

There are
opportunities to
optimize systems
with multiple
source waters
and/or multiple
disinfectants

Source patterns are heavily
dependent on PRV & other
system settings.

Area with maximum proportion
of Portland water >33%*






Case Study 5 — Controlling ASR source
waters at TVWD

Source >

Existing system configuration did not allow source water for
the well to be controlled and wasted energy for pumping





District staff had the idea of feeding the
well directly from the supply line

Source > > [€

New configuration uses available head from the District's
JWC supply line to recharge the well
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A simple capital improvement allowed the ASR
well to be served directly from the alternative

supply
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Hydraulic modeling was used to verify fire
flows could still be achieved without the

extra line

Legend A

Available Fire Flows {gpm)

@ Less than 750
o] 750 -1,500
o 1,900 - 2,500

® 2500-3500

o Greater than 3,500

Water Distribution System l






Case Study 6 — Managing well discharge
waters
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Splitting flows 50/50 with a second
reservoir was insufficient
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A 75/25 split gave improved dispersion
of well water
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A well-managed distribution system is a
happy distribution system

Control water age

Make optimal use of existing storage to
avoid construction of new storage

Maintain system pressures

Manage mixing of different source waters





Your can use your model and your brain
to do a lot more with the distribution
system you already have






Got questions?
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Analysis Tools

Putting It Together





Presentation Overview

What Is A Hydraulic Transient





Hydraulic ...An Iincrease or decrease In
Transient pressure associated with a rapid
IS... velocity change

Wave propagates at the speed of

sound - typically 3,000 to 3,500 feet/second in
system with metal pipes

Transient pressure changes can
be very large compared with normal operating
pressures





Hydraulic Transients Occur
Velocity Changes Occur

Normal System Operations

— Valve Closure or Opening

— Check Valve Operation

— Pump Normal Startup or Shutdown
— Hydrant Opening or Closing

Unexpected System Operations
— Pump Station Power Failure
— Main Breaks





Pump Start-up Conditions

’ Shock pressure rise

71 occurs when pumping
4 operation begins
abruptly and fluid is
supplied to a static
column






Pump Shut-down Conditions

Too rapid pump shut down
results in column
separation and low
pressure

Water column returns and
shock pressure rise occurs






Valve Closure Conditions

Shock pressures occur
LAy @) following abrupt

S v 3
’ lg ?{ ' stoppage of water

)| column at closed valve






A Pump Trip Can Also Cause
W Vapor Cavity Formation and

Cavitation
Pump trip K
4
\
Growth of vapor cavity
;
\

Vapor cavity collapses











Potential Consequences If Low
Pressures Not Mitigated

Folsom WTP Raw Water Line

e 42-inch diam steel line
Pipeline Collapse During ® 300 feet of pipeline

. - collapsed
Contractor Dewatering P
Operations
.
Vacuum Conditions A

When Vacuum Relief
Valve Didn’'t Operate






Presentation Overview
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Some Transient Basics

The Basic Physics
Theoretical Pressure Rise or Drop
System Period
Rapid Event






IIhe Basic Physics

 When a flow change occurs, the resulting

change in momentum is manifested as a pressure
change

* The pressure change propagates through the
system at the

* Pressure changes can be quite





Potential iHead RIse or Drop

Where,

A H = head rise or drop

c = wave propagation speed (typically 3,000 to
3,500 ft/second in metal pipe)

g = gravitational acceleration

A 'V = change in velocity





Example: Potential Head
IRISE Or Drep

* c/g ~ 100
* |nitial velocity is 4 feet/second

* Final velocity is zero





System Discontinuities Cause
Pressure Wave Reflections






TThe System Period Defines whether
Rapid or Slow! Event

Time for wave to travel
through system to a boundary (e.g. open
reservoir) and back to originating source

e T=2L/C





Occurs when Full
Joukowsky Head Rise or Drop Is
Generated

If Transient Event Time is than the
System Period, Full Velocity Change Occurs
Before Wave Returns to Originating Source and
Full Joukowsky Head is Generated

If Transient Event is than System Period,
Full Velocity Change Does Not Occur and Head
Drop or Rise is Much Less





Pump Station Power
Failure

Flowrate: 1 MGD

Pump trips and spins down in 12,800 ft
2 seconds

Initial Line Velocity = 1.9 ft/s
A H=3,600/32.2*1.9= 212 ft (92

psi)

T=2Lc=2%*12,800/ 3,600
= [ secC

Pump Station





Pressure Response at Pump Station
Following Pump Station Loss of Power

T~7 sec

2T ~ 14 sec

Reflections from branches f“f
n

| | Wave reaches PS and

[ [
15 20 25 reflects at closed check
Time (seconds) valve
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Pipeline HGL profile from PS to Res

# MinHead 4" Elevation

Max head nearly double
steady-state head
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Pressure Response at Pump Station
Following Normal Shutdown
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Discharge Control
Valve Closes over

30 seconds
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RPipeline HGL profile from PS tor Res
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System Conditions Where Pressure
Transients Are More Likely

Steep Pipeline Alignment
Low Static Head

N NN

High Pipeline Velocity
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Types of Surge Mitigation

For Controlled Events
(e.g. normal pump starts
and stops, valve
opening/closing)

Slow it down!

Surge mitigation devices
For uncontrolled events | * Surge Tanks
(e.g. pump station Surge Anticipator Valves
power failure) Pressure Relief Valves
Vacuum Relief Valves





Hydropneumatic Surge Tanks

« Typically used on discharge side of pumps

* Pressurized vessel (part air/part water) with
compressor to maintain the desired initial water level
(and air volume) under normal operating conditions

« Supplies water to system when pump stops operating

TANK

The tank is a steel pressure vessel constructed in accordance with ASME,
Section VI, Diy essure Vessel Code Requirements and to the working
ces for the required service.

UNIT CONTROL PPANEL o
L
The system is equipped with an automatic -

air control panel which maintains the air
charge and water level within the tank.

e} _ e

. OTHER
COMPRESSOR | EQUIPMENT






Bladder Tanks

* The tank contains a bladder which
IS precharged to a predetermined
pressure to maintain the desired air
volume under normal operating
conditions.

* When pump loses power, tank
provides flow to system.

* A compressor is not required.






Surge Anticipation Valves
* Typically used on discharge side of pumps

* Open on a down surge in pressure (sensed at a
specified location) in anticipation of an upsurge to
follow

* Does not modify the downsurge,
only affects the
subsequent upsurge






Vacuum Relief Valves

Installed at pump station header or
pipeline high points @

SEAT DETAIL
AT AND VACLITIM

WALVE

Prevents vacuum conditions by allowing e
air into the pipe when the line pressure
drops to atmospheric

Air expelled when the line re-
pressurizes

Controlled venting required for
transient applications

“__
EN:

Moy
ST

[ &
5
B T i
5
£

AIR RELEASE VALVE
AND
BUTTERFLY VALVE
OPTIONAL
[SEE CHARTS BELDW]
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Pressure Relief Valves

* Typically installed at locations in

system where high pressures are
undesirable

» Ejects water out a side orifice to
prevent high-pressure surges.

* Activated when line pressure J— -
reaches a preset value. \

& LA (L EECEEAALALLCELECLLRRLUA L






Considerations for Mitigation

System : Utility
Requirements Site Factors Preference
Potable, Non- Avalilable ?°?2°?7
Potable? Space
Are there Weather

Customers?
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Current Commercial Codes Have Add On
Packages

Pipe 2010: KYPIPE =—» Pipe 2010: Surge

Innovyze: InfoWater = InfoSurge

Bentley: WaterGEMs =——» Hammer





Build On Hydraulic Model To
Evaluate Surge

B . —L_ YY1 [ |
15 e
iil -|.=r Start with Hydraulic

Model

Add Information

Specific to Surge:

« Wave Speed

* Transient
Characteristics

* Surge Mitigation
Devices

| 4 Velue
Inﬂn:rw Hamstunm

Outflow Resistance

Tank Volume

Initial Gas Volume

Expansion Constant






Data Requirements for Analysis

« System Information
— Pipeline layout, profile, pipeline materials
— Operating description

 Facility Design Info
— Mechanical piping layouts, pump/motor equipment selections,
— Pump curves, number of stages, rated speed

— Ancillary equipment — check valves, existing surge equipment,
etc.

— Manufacturer information — pump inertial characteristics, valve
curves





Quick Checks to Assess Potential
for Damaging Transients

» Calculate Joukowsky Head Rise or Drop

» Estimate System Period using Generalized
Wave Speed of 3,600 ft/second and compare to
Pump Spin Down Speed

 |f Pump Spin Down is Shorter than System
Period and Head Change of Concern, Plan for
Computer Analysis





Pump Station Power
Failure

Flowrate: 1 MGD

Pump trips and spins down in 12,800 ft
2 seconds

Initial Line Velocity = 1.9 ft/s

Joukowsky Head Change:
H=3,600/32.2* 1.9 = 212 ft (92 psi)

T=2Lc=2%*12,800/ 3,600
= [ secC






Pipeline HGL profile from PS to Res

# MinHead 4" Elevation

Max head nearly double
steady-state head
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Surge Anticipator Valve
° Opens on # VaxHead # Head Z MinHead /7 Elevaton  /
down surge, In
anticipation of
high pressure
return wave
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400 Gal Surge Tank

* Mitigates both Frees freefunnes /e
high and low R
pressure
problems

L8]
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¢ Size
appropriate for
bladder tank
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Check Tank Operation

50 Percent Air/
50 Percent
Water

=
©
o
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o
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o Still at Least
20 Percent
Water in Tank
Following PS
Power Failure
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Be Aware of Situations that Can
Cause Hydraulic Transients

Any Velocity Change Generates

For Unplanned Events, Make Sure
Mitigation is In Place






Use Simple Calculations to Assess
Risk

What is the potential Joukowsky head
change?

AH=~100"AYV

Is it a rapid event, faster than the system
period?

Eventtime < T =2L/c





Xpanail
Facilities

Recommending
Operational Changes that
Increase Risk for
Transients






Budgeting Rules of Thumb

Moderately Complex
Complex System
. Multiple PS’s + Multiple

 Model Already Scenarios

 Need Model but
Developed .
evelope Simple System s wilels

16 to 32 hrs 40 to 100 hrs 100 + hrs





Additional Resources

Books and Journals

Fluid Transients In Pipeline Systems,
A.R.D Thorley, ISBN: 0-9517830-0-9

Short Course:

Water Hammer in Transmission and Distribution
Systems, Benjamin Wylie & Jim C.P. Liou

Code Specific Resources:
Surge Code Tips by Don Wood

(http://www. kKypipe.com/new _stuff/surge_ modeling_tips.pdf





Questions







PNWS-AWWA Conference
May 4, 2011
Thomas Keown, PE
GHD Inc.






Workshop Agenda

* Introductions

* Obijectives of this training, “roadmap”

* Review: and other selected basic AM concepts
« What is “Remaining Asset Life” and why do we care?

« Putting it all together: How service level, physical, and economic
life interact with to guide asset investment






Workshop Agenda

» Review: risk and other selected basic AM concepts

 Whatis “Remaining Asset Life” and why do we care?
— Expanded “asset life” definitions
— Role of asset life in asset management

« Putting it all together: How service level, physical, and economic
life interact with risk to guide asset investment

— Determining End of Service Level/Capacity Life
— Determining End of Physical Life
— Determining End of Economic Life






Nature of this workshop

* This presentation is built upon the core structure presented in EPA’s
Fundamentals of AM (Tom’s Bad Day) workshop.

« The focus of the workshop is as much on methodology as on concept — how
basic AM practices (e.g. risk, condition, remaining life) can be refined and
advanced to produce better decisions

« Many of the concepts and methodological approaches presented are at the
“edge” of current AM practice in the water industry (although many are basic
practice in other industries — and have been for some time).

* Not all methodologies are relevant to every organization; it is left to the
practitioner to select and adapt those that are.






Real world strategic questions framing this training

 How do | determine at what point in an asset’s
life cycle | should adopt a capital re-investment
(major repair, refurbish, or replace) strategy?

%

7/« * How do | determine which investment strategy
(capital versus O&M, which capital)?

 How can | determine when investment in
(additional) condition assessment is warranted?

Advanced asset management thought is centered on a
paradigm of reliability.






Real world operations level AM questions — pipe

example

 How well do we understand how pipes fail?

« Can we predict, with reasonable accuracy,
pipe sections will fail in a given timeframe?

« Can we predict, with reasonable accuracy, pipe
sections will fail at a point in time?

« At what point is (more) condition assessment cost
effective? How do we determine that?

 How do we determine which reinvestment option is
best?






Obijectives of this training

Describe the distinction among and determine for an asset the end of:
Service Level/Capacity life
Physical life
Economic life

Describe in general terms the “advanced state of the practice” in determining the
“probability of failure” of an asset (including related condition assessment);

With appropriate assistance, be able to develop conditional probabilities of failure
and establish appropriate probability density functions for management strategy
groups of assets

Determine the consequences of failure in economic “triple bottom line” terms;






Fundamental "take home”™ message

e Reinvestment in America’s deteriorating legacy infrastructure poses
substantial financial challenges to most utilities across the country.

« Cost effective re-investment in an asset requires an understanding
of when that asset reaches its “end of life”.

« The end of life for an asset involves a systematic interaction among
three “triggers’:






Risk Roadmap

Conceptual Decision Process Flow:
g 2 “End of Asset Life” and its role in the

Set strétegic Set miﬁimum : o
i e Asset Reinvestment Decision
tolerable risk erformance

limits atassetlevel| | This process is executed on a periodic, recurrent basis)

f Service Level/Capacity Life

Define business

rules for service

level & capacity
failure

4.
Assess
condition,
performance

&
g'performance

Yes (alt) score/capacity
! designated

v
6. 7.
Review Review

residual likelihood of
physical life failure score

8. 9.
Review Review
consequence current risk
of failure mitigation
score strategies

' ,

A
10.
Determine
Business
Risk
Exposure
score (BRE)

=
‘ ST AL WATEE
) Ledpe o Lite
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Core references for this training

» David Marlow et al, Remaining Asset Life: a State of the Art Review;
CSIRO/WERF (WERF SAM1R06d)

« John Moubray, RCM Il Reliability Centered Maintenance, (Second
Edition); Industrial Press Inc., 1997

« National Institute for Standards and Technology website
(Engineering Statistics Handbook — Section 8: Reliability)

» Optimized Decision Making Guidelines, Edition 1; NZ NAMS
Committee

« US EPA Aging Water Infrastructure website:




http://www.itl.nist.gov/div898/handbook/apr/apr.htm

http://www.epa.gov/awi/



Workshop Agenda

* Introductions
» Objectives of this training, “roadmap”

 Whatis “Remaining Asset Life” and why do we care?
— Expanded “asset life” definitions
— Role of asset life in asset management
« Putting it all together: How service level, physical, and economic
life interact with risk to guide asset investment
— Determining End of Service Level/Capacity Life
— Determining End of Physical Life
— Determining End of Economic Life






Review: Selected basic AM concepts

« AM Framework

» Level Of Service/asset performance
standards

 Role of risk

* Decision-making






View 1: Definition - asset

management

and
Applied to the of infrastructure assets at all levels of the
organization
Seeking to of acquiring, operating, maintaining, and

renewing assets...

Within an environment of

While customers desire and
regulators require

At an acceptable level of to the organization






View 5: Five core questions

2. What is my required level of service (LOS)?

3. Which assets are critical to sustained performance?






Integration of 5 core questions with 10-step process

- What is the current state of our assets? - What are my best O&M and CIP Investment Strategies?

What is my required Level Of Service? - What is my best long-term funding strategy?
- Which assets are critical to sustained performance?

Devel Failure Modes: Determine Collect Historic Set C (&
evelop Capacity Physical & Costs & e e

Phvsi - : : Future Levels
Asset FURIEE Ll Economic Determine Current ut

ister *Level of Service . : of Service
Registe Financial Efficiency Residual Lives Replacement Cost

Establish Develop
Risk Ratings Appropriate

(Relative Maintenance &

Criticality) Operations Plans

Develop
Appropriate
CIP Program

Future Funding

Strategy Build the AMP

EEEEEEEEEEEEEEEEEEEEEEEE





Alignment of O&M and capital investment activities
with organizational Level of Service strategies

Organizational strategies Routine O&M and capital
activity cycle

LOS performance targets:
strategic (customer) and Schedule
tactical (asset unit) levels Plan
Agency-wide asset Control

Execute
performance targets Eval. <’j Xecu






Determining significant failures — the role of “risk”

Aggressive Monitoring

Business risk drives work
program (O&M, CIP)






The Business Risk ( “Criticality” ) Metric

Current
Risk
Cost

Business
Risk
Exposure
(BRE)






Example of risk table

Matrix of probability and consequence of failure

 \Water Mains

CoF Factors:
LandUse (15)
Size (10)
Environment (10)
Traffic (5)
Pressure (10)

PoF Factors:
Install Year (5)
Rotten Mains List (1)

350 | 137 | 0 |
295 | 6

Probability of
Failure

Total number
of asset: 9406 Consequence of Failure






Set st1r-ategic
. . . . . Ieve_lsof
Example: water transmission Tolerable Risk Limit = .z,
limits
WSSC Water Transmission System Relative POF vs. Scaled COF |
BRE =974
COF=1364
10 POF =71
Conchbon — 4
9 Diameter =42 in
Malerial = Steel
g o Construction date = 1955
200 fi sheet = 215NEDG near Balimore Pkwy
Length =435 LF
w 7
(=]
o Condition=4
26 COF=110
; BRE = 788
& 5
Fipeswith COF \
lessthan 50 not
4 - shownin image
for clarity.
3 Not Tolerable BRE Limit
= HNuoi Tolerahle COF
2 —— TolerableManageable COF
1
D T T T 1
0 20 40 60 30 100 120 140 160 180 200
Scaled CoF
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High BRE transmission pipeline

Set strategic
levels of
service &
—_— tolerable risk
limits

» Steel pipe installed with cathodic protection

* No work order history hence the condition is capped at 8 based on sail
type and time spent under soll

* The high COF is due to
« 360 customers
* 51 hydrants would be out of service when this pipe breaks,
 itis under or near a county road,
» 47 feet to water bodies (environmentally sensitive area),
» 51 feet to a building,

« critical customer status due to the presence of 1 or more of : school,
dialysis, nursing home, home machines






Let’s clarify terms

Ambiguous:

« “Risk” (may refer to probability of failure or risk x consequence)

« “Criticality” (often refers to consequence of failure but may refer to
“risk” above)

Preferred:

» Probability of failure
« Consequence of failure






It's about investment!

* The term “investment” embraces maintenance,
operations, and capital outlay — whatever disbursement
IS necessary to sustain performance.

« Qur focus is on improving our bottom line through better
financial decision-making.
 We do that by systematically balancing

— the perceived value to the utility (i.e., customers/stakeholders)
of (i.e., not intervening)

with

— the cost of investing (intervening) to prevent or delay failure.






The AM core ideas — (r)evolutionary trends in AM

thinking

 Performance based AM

 Risk based AM

 Service Levels based AM






Understanding how our assets

“fail”

Managing asset deterioration

Initial design capability

Management
zone

nnerent asse






Determining Remaining Life






Definition: “effective asset life”

“Effective asset life” is the lowest expected life for a
selected asset given its operating environment where
that life is derived from a determination of the most
iImminent trigger among the three asset life triggers
(service level/capacity life, physical life, economic life).

« Example (remaining life):
— service level/capacity life — 3 breaks, estimated 2 years to next break
— Physical life — 30 years
— Economic life — 10 years






Service level/Capacity life






Obijectives of this training, “roadmap”
Review: risk and other selected basic AM concepts

What is “Remaining Asset Life” and why do we care?
— Expanded “asset life” definitions
— Role of asset life in asset management

— Determining End of Physical Life

— Determining End of Economic Life
Making the investment decision - and a very brief look at “true”
optimization
Applying what we have reviewed — a hands-on exercise






Recall: What do we mean by “remaining asset life”?

« End of physical life — when an asset is physically
non-functioning

* End of economic life — when an asset ceases to
be the lowest cost alternative to satisfy a
specified level of performance or service level






Review “Level of Service”: defining our
“product”

* What does your utility “sell™?

— Generation, transmission, treatment, and distribution of potable water

e In what manner? (highest level “attributes” of

customer service level)
- Dependable service level/product
- Environmentally responsible

« Customer friendly
- Affordable






What causes customer dissatisfaction
(“outrage™)? - attributes of service level

Service adequacy
— Safety/health (standards, quality, pressure)
— Quality (standards, taste, color, clarity, pressure)

« Reliability (frequency of outages)

« Availability/maintainability (duration of outages)

« Affordability/efficiency (price, equity, fiscal condition)
* Environmental impact

« Courtesy

Around which specific attributes is “outrage” reached in
my community? For which assets or major processes? At
what specific point?






ervice Level Example

Customer Levels of Service (CLOS)

Technical Levels of Service (TLOS)

believe the drinking
water has a good taste

believe the drinking
water has a good taste

Maintain fluoride concentration
between 0.8 — 1.3 mg/L in
distribution system.

Maintain pH concentration
between 7.6 and 8.3 in
distribution system.

Community oreval Loy
Outcome ST e Current Target Proposed Target Current Target Proposed Target
(2008) (2012) (2008) (2012)
Environmental

Water sources are Water Protect Meet DOH As per current Well head program - time of As per current
protected. Quality water requirements, and travel zones are inspected

quality coordinate with local biannually by staff looking for

land use councils. potential sources of
contamination

The drinking water Water Water 75% of customers 80% of customers Comply with 100% of DOH WAC As per current
is safe. Quality quality is believe the drinking believe the drinking 246.290 monitoring

safe for water is safe to drink water is safe to drink requirements. As per current

drinking 70% of customers 75% of customers

As per current
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failure

Set up “end of service level/capacity life” I

business rules

« Relate strategic level LOS to operational level asset in
measurable terms

« Identify “service life” assets: “cannot fail” and “low tolerable risk”
assets (e.g. assets where failure of the asset leads directly to failure to
sustain service levels/performance standards and which are of such
high consequence of failure that they are deemed “cannot fail” or “low
risk tolerance” assets)

« Set up “business rules” that operationalize LOS statements
— Minimum condition score (i.e. “condition score no greater than 6”)

— Maximum risk score (“BRE score not to exceed 64”)

— Number of failures/unit of time (i.e. “no more than 3 breaks in five years
and no more than 5 breaks over lifetime”)






Determining End of Physical
Life






A staged approach to condition
assessment

|
=S

CAP 1- Basic
All assets

Desktop Review
Photo walkthrough
Delphi reviews

Review asset
performance

Interview key staff

o Convene Delphi

workshops
Use age profiles

o Identify CAP 2 assets

CLIENTS PEOPLE|PERFORMANCE

CAP 2 - Intermediate
“At risk” assets

Desktop review
combined with Delphi
reviews, field

o Use multi-aspect

condition scale

Identify CAP 3 assets
(i.e., candidates for
economically
rationalized advanced
inspection)

CAP 3 - Advanced

Critical / high cost
assets

Specialist
inspections/techniques

Validate cost
effectiveness of
specialist inspections
and techniques
Execute and analyze
results

Take action as
appropriate

)5
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Level 1 assessment score sheet — structural Josess

condition

|
Excellent

3.

performance

Physical Condition Grade — Rating Guidelines

Asset is like new, fully operable, well maintained, and performs consistently at or above current standards.
Little wear shown and no further action required.

3

Asset is sound and well maintained but may be showing some signs of wear. Delivering full efficiency with
little or no performance deterioration. Virtually all maintenance is planned preventive in nature. At worst,
only minor repair might be needed in the near term.

Asset 1s functionally sound, showing normal signs of wear relative to use and age. May have minor failures
or diminished efficiency and some performance deterioration. Likely showing modest increased
maintenance and/or operations costs. Minor to moderate refurbishment may be needed in the near term.

Asset functions but requires a sustained high level of maintenance to remain operational. Shows substantial
wear and is likely to cause significant performance deterioration in the near term. Near term scheduled
rehabilitation or replacement needed.

Very Poor

Very near end of physical life. Substantial on-going maintenance with short, recurrent maintenance intervals
required to keep the asset operational. Unplanned corrective maintenance is common. Renewal
(refurbishment or replacement) is expected in near term.

10
Failing
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Effective life exceeded and/ or excessive maintenance cost incurred. A high risk of breakdown or imminent
failure with serious impact on performance. No additional life expectancy; immediate replacement or
rehabilitation needed.






3.

Level 1 assessment score sheet — operational =&,
process condition

| Meets all Level of Service targets including all legal/regulatory requirements. Meets all design requirements — i.e.
Excellent capacity exceeds maximum designed flow. Overall operational performance is excellent and meets all known expected
intermediate term requirements.

Meets all design and legal/regulatory requirements. May have minor risk under extreme conditions. Overall performance
excellent and will likely meet expected future requirements

Generally meets all design requirements, but can expect some failures in performance under normally expected
conditions (i.e. Occasional operation of overflows, odor complaints, or design shortcomings). Current performance is

acceptable to marginal but would likely not meet future additional requirements or increased demand.

Has expected performance failures under normally expected conditions in its operating environment (i.e. routine operation
of overflows, persistent odor complaints, or capacity issues). Current performance is marginal and does not meet future
additional requirements or increased demand.

Current performance unacceptable and does not meet criteria. Recurring and expected continued failures against
Very Poor performance standards.

10 Current performance unacceptable and does not meet criteria. Recurring and expected continued failures against
Failing performance standards.

-c.':::.n:'.:'
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A composite performance
scoring structure

Element

Description

3.
Assess
condition,
performance

SCORE

1

| 3

5

7 | 9

10

Physical Condition

Substantially exceeds
current requirements

Exceeds current
requirements

Meets current
requirements but with
room for improvement

Obvious concerns: Inefficient; becoming
cost/benefit questions ineffective, obsolete

Failing, not capable of sustaining

required performance

Operational performance

Negligible attention
required

Exceeds current
requirements

Meets current
requirements but with
room for improvement

Obvious concerns:
cost/benefit questions

required performance

Difficult to sustain performance Famng, not capable of sustaining

Reliabmty As specified by Infrequent breakdown  Occasional breakdown Periodic breakdown Continuous recurrent Virtually inoperable
manufacturer breakdown

Availabiity Virtually always Out of service only for ~ Out of service for Increasingly difficult to return  Extensive downtime duration;  Virtually impossible to return to
operational very short periods moderate period; to service; parts becoming a  difficult to return to service; service; parts no longer available;

moderately difficult to
return to service

challenge parts, difficult to acquire, rare

skills required

unavailable trained personnel

Maintainability

Preventive maintenance
only; baseline
monitoring

Largely PM, some minor
repair

Increasing minor
corrective maintenance
required; shortening of
monitoring intervals

Work orders well above
average for type of asset;
recurrent minor repair; close
monitoring required

Predictive and corrective
maintenance becoming
dominant; frequency of work
orders increasing
substantially

Corrective maintenance is frequent

with recurrent patterns of failure;

asset must be virtually constantly
monitored or "run to failure" response

readied for implementation

% Physical life consumed

Almost new; up to 10%
physical life consumed

Up to 30% physical life
consumed

Up to 50% physical life
consumed

Up to 70% physical life
consumed

Up to 90% physical life
consumed

Virtually consumed, imminent failure

SCORE

|
=S
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Level 3 performance assessment scoring sheet

Conventional Pumps

Included:

Dry well & line shaft pumps

Centrifugal pumps

Vertical multi-stage booster pumps

Screw pumps

3.
Assess
condition,
performance

Aspect

Distress Mode

Rating
1

Rating
2

Rating
3

Rating
4

CONDITION ASSESSMENT

Structure
Appearance

Leakage

Appears as new.

Minimal moisture on
seals/joints.

Water dripping from
seals/joints.

Water pooling on floor

Water squirting/ running
onto floor.

Shaft, Supports,
Bearing
Deterioration

Shaft & supports sound -
no shaft distortion or
deterioration evident.

Minor shaft/ support
deterioration evident, no
impact on the structural
strength or function.

Shaft distortion or
bearing/housing wear
evident, little impact on
structural integrity or
function.

Shaft distortion or
bearing/housing wear
evident and has
impacted on asset
integrity or function.

Significant shaft
distortion or
bearing/housing wear
evident, high probability
of fracture or failure.

Use

Motor Hours Run*

>10,000

> 50,000

> 100,000

> 200,000

Symptoms

Vibration /
oscillation

No unusual vibration /
oscillation detectable

Minor vibration /
oscillation detected

Moderate vibration /
oscillation

Considerable vibration /
oscillation (wristwatch
shakes)

Major vibration /
oscillation

Temperature

No unusual temperature
detected

Minimal heat from casing
using hand

Heat detected by hand

Heat detected by hand is
uncomfortable

Heat too high to assess
by hand

No unusual noises
detected.

Slight whine/rattle
detected.

Moderate whine/rattle
detected, easily heard
over pump noise.

Loud whine/rattle.

Disturbingly loud
operation/vibrations.

CLIENTS PEOPLE|PERFORMANCE

*Motor hours run and corresponding condition rating will depend on the type of pump and the application the pump is used for (i.e. thickened sludge
conveyance versus influent wastewater).
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uB;mn Protocols For Assessing Condition And Performance Of Water

And Wastewater Assets; WERF Condition Assessment
Protocols (CAP) Project (Project 03-CTS-20CO) (484 pages)
December 2006

Figure &2 Conceptual overview of pathways in the tool selection Expert System.
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3.
Assess

Emerging sewer inspection tools and technologies e

Distance along Pipe Distance along Pipe
Multi-sensor cra
X
E
Fcol Thne Disniey ) . Pu Da

Repnnted wath pemussion of Rock Sohd Pty

Figure A-11. Post-Survey Data Processing. Analysis, and Plotting

S -
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!
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Reprinted with permission of Rock Sohd Pry.

Figure A-12. A BEM Hand Held Tool Being Used to Scan a Gray Iron Pipe
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“Take home” iIdeas

« Strategic service levels must be linked to asset
performance standards to be effective

« “Cannot fail” and “low risk tolerance” assets should be
systematically identified

* Business rules which determine for each critical asset
what is an appropriate risk tolerance level trigger for that
asset and at what level the trigger is tripped must be
developed

« Asset status (database) must be periodically and
systematically reviewed for trigger status (database must
be current and accurate






Where to go for state of practice

IN pipe condition assessment

 Condition Assessment of Ferrous Water Transmission
and Distribution Systems State of Technology Review
Report (111 pp, 3.22 MB) (EPA/600/R-09/055) June

2009

 (Condition Assessment of Wastewater Collection
Systems - State of Technology Review Report (74 pp,
1.05 MB) (EPA/600/R-09/049) May 2009

* Protocols For Assessing Condition And Performance
Of Water And Wastewater Assets; WERF Condition
Assessment Protocols (CAP) Project (Project 03-CTS-
20CO0) (484 pages) December 2006




http://www.epa.gov/nrmrl/pubs/600r09048/600r09048.pdf



State of practice in predicting “likelihood of
failure”

Determining the likelihood of failure is a core step in
determining business risk

« Typically, we assume simple relationships among

condition codes, likelihood of failure, and remaining
asset life.

In reality, nothing is simple about the relationships

What is the state of knowledge about predicting
failure?

— Role of “failure modes”
— Statistical models
— Concepts from reliability science






What is a “failure mode™?

» A failure mode is a systematic
series of sequential and
interrelated causal steps that
(can) lead to the failure of an
asset.

 We recognize two distinct
levels of failure modes:

— Primary (strategic) level
failure modes

— Tactical/operational level
failure modes






Review: 4 primary failure modes ;

Review
likelihood of
failure score

(strategic level)

Capacity Volume of demand Growth, system expansion (Re)design
exceeds design capacity

LOS Functional requirements Codes & permits: NPDES, (Re)design
exceed design capability CSOs, OSHA, noise, odor,
life safety; service level,

etc.

Mortality Consumption of asset Physical deterioration due  O&M
reduces performance to age, usage (including optimization,
below acceptable level operator error), acts of renewal

nature

Efficiency Operations costs exceed Pay-back period Replace

that of feasible alternatives

¢1,|0) cLIENTS|PEOPLE|PERFORMANCGE






Tactical/operational level fallure
modes

Tactical/operational level failure modes can derive from
— the physical nature of the asset itself,
— the environment within which it operates, and
— the maintenance and operation of the asset
— or the interaction of all of the above.

» Most assets can fail for dozens if not hundreds of reasons. The
search is for failure modes.

« A good tactical level failure mode statement has at least a noun and
a verb (plus, ideally, an object) (“impeller jammed by foreign
object”).

« Our search is for that most likely or failure mode that can
be expected to drive a given asset to failure in its specific operating
environment.






likelihood of
failure score

How failure modes relate to condition I I

assessment

« At any given point in its life cycle, most assets have many
operative failure modes and mechanics at work.

« While assessing condition to determine the state of the asset is
very important to managing the asset, irrelevant assessment is
wasteful.

» By understanding failure modes and identifying those that are
most likely to drive a given asset to fail in its operating
environment, we can

— Focus our assessment on those attributes of the asset that provide
the most telling “failure signatures” (what to monitor).

— Select and apply those (rapidly improving) technologies that most
directly measure the dominant failure modes (which
technology(ies) to use to monitor).

— Time the assessment most cost effectively (when to monitor)






Typical ferrous pipe failure 7,

Review
likelihood of
failure score

Circumferential break Longitudinal break Split Bell Bell Shear

e Bending stress from e Hoop stress from e Expansion of joint e “Over horning” spigot
frost internal water pressure material (e.g. leadite) in bell
e Bending stress from e Ring stress from soil e Bending stress
swelling clay cover load
e Thermal contraction e Hoop stress from
e Longitudinal stress freezing water
near valves and e Ring stress from traffic
fittings load

0

~ 0

Spiral Break Rupture/Blowout Through Hole

e Combination of e Hoop stress from internal e Corrosion pitting
bending stress and water pressure e Casting flaws
hoop stress from e Corrosion of steel
internal water pressure prestressing wires in CPP

A Lecive For Lile
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Ductile Iron Wastewater Pipe Life Cycle

Failure Causes | Briel Explanaion

Design
1 |Paar Design

[Coating Nat designed far a thid enough coating

[Connection (Connedtions not properly sized tofit pipe

[Vertial Connedions Connection types not properly selected

jChemical Vulnerable Materdal Materials vuinerable tosulphate attadk and comrasion

[Trst Restraint Thrust restraint poorly designed

jCarrasion Contral \Corrasion @ntral methad not properdy seleced

[Thickn e Thidoness nat propery designed for specified intermal and extemal loads

[Epecial Applications Applications such a5 pipe on supports paardy designed
2 |Poor Project Planning

| mipraper Connections

Poor mnnedions at joint

Under-Design for Load

Excessive crushing or ring stress

[Time Limited Design

Designed for a short age expectancgy

Paar Assumptions of Envinonment

Poor support design, seasonal shrinkage fswedling, and migration of fines intoar
alang bedding

3

Diirmee s baming

Manufacture

4

Manufacturing Defects

wiall Thickniess Thideness can vary around the circumference of pipe while manufacturing
Inclusions of Unintended Structures Indlusian in meetal which are unintended
[Surface Defects Surface defeds during manufacturing
jCheap Compasite M ater ial Materiak with material that doesn"t meet the standard
| miproper Connections Poor mnnedions at joint
5 |Storage
6 (Dimervation and Ouality Control
(Construction
7 |Tramsit
|'D:|a1.|rg Camage |Damage1.u oaating while in transit, or keading and unl cading
8 |Human Errar
IThm:I Party Damage |Emaw1.uru ocowr near pi peline
9 |Paar Warkm anship
| miproper Connections Poar mnnedions at joint
Uneven Bedding Poar baddfill aperations
Poor Backfilling Material (Corrasive baddill material
Impact Damage Excess ive crushing
Liniing I ues Lining installed incomectly or paary
10 Dz ervation and Quality Contral
Operation & Mainterance

) CLIENTS PEOPLE|PERFORMANCE

Alternative

7.
Review
likelihood of
failure score






Another view: pipe failure :

modes

Review
likelihood of
failure score

Table 1. Analysis of criteria for condition assessment

CAUSE OF FAILURE AND PROPERTIES TO MONITOR
Pipe Failure Internal {(changes to pipe material, dimensions) External (forces acting on pipe)
Material Mode Cause corres%onding F'ro!uerty Cause Corresponding Property
Slown Ext. cormosion +wall thinni Vvall thickness, pit depin. sofl High transient pressure Pressure profile on network
Section - LPR, pH. resistivity . 5 5
w Longitudinal o P— WWall thickness, pit depth, soil b T
% cl Spiit Ext. cormosion +wall thinning LPR, pH, resistivity High fransient pressure, Pressure profile on network
@ Broken Back Ext. cormosion +wall thinning Vvall thickness, pit depin, soil Soil movement, shrinkage Soil reactivity, deflection load
H] LPR, pH, resistivity
ki Blown Ext. = Int. deterioration. of wall Core measurements, soil pH, High transient pressure Pressure profile on network
o Section water pH
g} Longitudinal Ext. = Int. deterioration. of wall Core measurements, soil pH, High transient pressure Pressure profile on network
[ AC Split water pH
& roken Bac . = Int. deterioration. of wal ' A oil movement, shrinkage oil reactivity, deflection loa
2 Broken Back | Ext. = Int. deterioration. of wall Coremeaf\far%rl[‘zﬁssm'”"' Soil nt, shrink Soil ivity, deflection load
% Perforation Ext. comosion =wall thinning VWall thickness, pit depih, soil High transient pressure Pressure profile on network
= p = Dl +damage to coaling LPR, pH, resistivity
= = I Perforation Ext. corrosion =wall thinning Wall thickness, pit depth, soil High transient pressure Pressure profile on network
% =3 = MSs +damage fo coaling LPR, pH, resistivity 2 & &
a2 o uPve, PE, Longitudinal Installation damage + Fracture toughness, flaw size High pressures, point loads, Installation & Pressure profile
=4 = Gl Spiit processing defects soil loads ' deflection
B a2 ; Ext + Int. cornosion +wall Tvan tickness, pi Eep:Fu: soil : it
e = Perforation thinning LPR. pH, resisiivity, water pH Mot applicable Mot applicatile
= a2 Exi. + Int. cormosion =wall Wall thickness, pit depih, soil : ; , . "
i—% & cl Broken Back thinning LPR, pH, resistivity, water pH Soil movement, shrinkage Soil reactivity, deflection load
= ":—:“ Collapse Infiliration. through joints and “Yoids on wall, displaced and Cavitation of soil Soil moisiure, reaciivity,
b= o perforations broken joints deflection load
L] .
= o @ Broken Back | Ext. + Int. deterioration. of wall Core meai:;r%rpgms: SOl pH, Soil movement, shrinkage Soil reactivity, deflection load
@ i
;-J AC Collapse Infiltration. through joints and Voids on wall, displaced and Cavitation of soil Seil moisiure, reaciivity,
= perforations broken joints deflection load
§ o Perforation Erosion of wall Quality of wiwater, pH Mot applicable Mot applicatile
=1 AS Collapse Infiliration through joints and Woids on wall, displaced and Cavitation of soil Soil moisture, reaciivity,
é :-erf_or:a:ions proken joints deflection load
= Perforation Erosion of wall Quality of wiwater, pH Mot applicable Mat applicable
o RC Collapse Infiliration through joints and “Yoids on wall, displaced and Cavitation of soil Soil moisture, reactivity,
E perforations broken joints deflection load
@ ; Exi. + Int. corrosion =wall Wall thickness, pit depth, soil . icat
§ MS Folrl=s thinning, damage to coating LPR. pH, resistivity, water pH Mot applicable Mot applicable
Longitudinal Installation damage = Fracture toughness, diametrical Point Loads. soil loads Installation level
LF"-,-'C.QF'E: Split processing defects deflection i
ABS Buckling High SDR Examine exhumed pipe, flaw size Megative pressures, Soil Metwork pressure profile,
support Installation level, compaciion
Perforation Ext. + Int. corrosion +wall Wall thickness, pit depth, soil Mot applicable Mat applicable
Dl thinning, damage to coating LPR, pH, resistivity, water pH P e
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Burns et al, Condition Monitoring and its Role in

Asset Management, Pipes Wagga Wagga 2001, p 5
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Overview: State of a Failure

Prediction

Failure history

Condition

Failure mode
attributes

Asset intrinsic

Asset environmental

Asset operational






likelihood of
failure score

Example: typical deterioration factors for ferrous I I

pipe
Three separate groups of factors that drive
failure:

« Core or intrinsic factors

— Steady, continuous deterioration mechanics related to engineering
design and specification, material, manufacturing processes,
manufacturer, construction/installation management, nature of
conveyed water

 Environmental factors

— Cyclical mechanisms such as temperature, soil moisture, soil
chemistry, depth, soil type and aggressiveness, proximity to
electrical fields

* Operational factors

— O&M factors such as quality, nature and frequency of maintenance,
nature and timing of renewal, level of applied protection (cathodic or
wrapped), historic rate of failure






likelihood of
failure score

Enter: “management strategy I I

groups” concept

« Grouping of assets with similar renewal / behavioral
patterns

« Purpose - to assist:
— Assigning asset lives and decay curves
— Calculating current replacement costs

— Calculating risk
» Consequence of failure
* Probability/likelihood of failure

— Developing life-cycle management plans

« Examples
— Transmission Pipes, CIP, Built < 1920, in high pressure areas
— Potable water pumps, ABC Co., 123 series, installed between1983 -
1989






Example: Advanced statistical predictive

likelihood of

modeling structure

Pipe data Input:
Water main inventory
Breakage lustory
Replacement history
CP retrofit history

Geographic location i

Create homogeneous Cost data Input:

groups of pipes (with * Breakage (direct. indirect. social)
respect to pipe type, size. » Pipe replacement

vingage, geographic
location, etc.)

Use background ageing
to determine economic

Apply multivariate model.

Climate input:
* Temperature history
* Precipitation history

extract parameters for
background ageing and
time-dependent factors.

life expectancy of pipes
in group.

Prioritise individual pipes
for replacement (future

Generate what-1f future
scenarios, combining
replacement and cathodic

development)

protection strategies

Schematic model description of D-WARP

"“.'..‘L‘.t:}:'.‘
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7.
Review
likelihood of
failure score

Attributes of failure modeling methodologies

Deterministic
Approaches

Statistical Models -
Failure Event Data

Statistical Models -
Service Lifetime

Statistical Models -
Cohort Survival

Statistical Methods —
Ordinal Regression

Minimum AM
sophistication

Mone

Basic

Basic

Initial stages

Inital stages

Data
requirements

Low

Asset and failure data

Asset and fallure data

Asset and condition
data

Asset and condition
data

Inciusion of
expert opinion

Only in model
construction

Mo

Only in model
construction

Only in model
construction

Treatment of
BCONNTIC sk
faciors

Yes, when packaged

Possible

Mo

Blackbox

Mo

Mo

Mo

Mo

Packaged

Packages available fo
facilitate analysis;
packages for specific
3556t types available

Packages available to
facilitate analysis

Packages available to
facilitate analysis;
packages for specific
asset types available

Packages available to
facilitate analysis

FPopuilation or
single asset

Single assat

Population

Fopulation

Population

Population

Scenario testing

Mot explicitly

fes when packaged

Mo

Yes when packaged

Mo

) CLIENTS PEOPLE|PERFORMANCE
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Summary to this point

(Assets in general, pipe more specifically)

Methodological approaches for more accurately predicting failures,
especially for pipe, have been substantially refined over the past five to

ten years

Methodologies have been largely extracted from “operations research”
with increasing distinction between “probability” and “likelihood”
(uncertainty)

Value added from the latest developments comes in two forms:
— Improved accuracy in the prediction of failure rates for a given set of data
— Much better understanding of what drives failure!

However:

— Predictions cannot be universal (that is, one set of curves for an asset class
fits all utilities) since operating environments are unique to each utility — this
still is not widely appreciated by many practitioners and researchers

— Reliability sciences based methodologies seem to have been largely by-
passed






7.
Review
likelihood of
failure score

A pipe segment...
ID = 123456789

..is generally made up of multiple pipe sections...

o Geo-reference the b!ak!!!

Most of us keep what records we do at the pipe segment level
(id = manhole to manhole).

Pipe rarely physically fails as a segment; rather, specific
sections fail.

Each section has its own unique performance characteristics;
one pipe’s performance is generally independent of its
neighbor’s.






Imputation versus condition

assessment

« Care must be taken not to over apply higher level
analysis to specific assets

« Age and general attribute based failure modeling should
best be limited to

— strategic level analysis (pipe type and number by age cohort across
system/network) and

— A *first cut” identification of “problem assets”.

* However, to effectively forecast failure at the asset level
(that is, specifically which pipe section, which motor,
etc.) it generally requires technologically-relevant
condition assessment at the asset level.






likelihood of
failure score

General notes on the state of predictive I I

modeling of asset failure

« A set of universal “deterioration curves” by asset class is and
has been the “golden chalice” for many AM researchers for a
number of years; extensive research has been and is underway
here and abroad to derive such curves.

 However, given the number of unique factors that combine to
drive failure for any given asset (a specific motor, a particular pipe
section) in its own operating environment, it is that
such universal curves can exist at a level of accuracy that is
useful at the operational level (the future lies in effective periodic
or continuous monitoring/sensoring).

« Key distinction:

— How many of this type of asset (ductile iron pipe section, centrifugal
motor) can be expected to fail at a specified age?

— When can we expect this specific asset (pipe section, motor) to fail?






Less sophisticated approach: Identify “at risk”
assets

Conduct desktop search through
database(s) for:

« High business risk exposure scores
« Very low remaining useful lives

« Poor condition scores or scores approaching designated
minimum acceptable levels

« Poor performance scores

« Poor reliability scores

* No redundancy

* Imminent major failure mode of “capacity” or “level of service”

* “Problem assets” (high work order frequency/ maintenance time)
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Simple alternative to formal predictive modeling = =

physical life

% of Physical Performance
Life Consumed Rating/POF

<10 1 Where performance
IS @ composite
score of such

attributes as:
1. Condition
2. Operating performance
3. Reliability
4. Availability
5. Maintainability
6. Repair history
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Recall: our composite performance

structure

Element

Description

scoring

6.
Review
residual

physical life

SCORE

1

S

5

| 7

9

10

Physical Condition

Substantially exceeds
current requirements

Exceeds current
requirements

Meets current
requirements but with
room for improvement

Obvious concerns:
cost/benefit questions

Inefficient; becoming
ineffective, obsolete

Failing, not capable of sustaining
required performance

Operational performance

Negligible attention
required

Exceeds current
requirements

Meets current
requirements but with
room for improvement

Obvious concerns:
cost/benefit questions

Difficult to sustain performance Famng, not capable of sustaining

required performance

Reliability As specified by Infrequent breakdown  Occasional breakdown Periodic breakdown Continuous recurrent Virtually inoperable
manufacturer breakdown

Availability Virtually always Out of service only for  Out of service for Increasingly difficult to return Extensive downtime duration;  Virtually impossible to return to
operational very short periods moderate period; to service; parts becoming a  difficult to return to service; service; parts no longer available;

moderately difficult to
return to service

challenge

parts, difficult to acquire, rare
skills required

unavailable trained personnel

Maintainability

Preventive maintenance
only; baseline
monitoring

Largely PM, some minor
repair

Increasing minor
corrective maintenance
required; shortening of
monitoring intervals

Predictive and corrective
maintenance becoming
dominant; frequency of work
orders increasing
substantially

Work orders well above
average for type of asset;
recurrent minor repair; close
monitoring required

Corrective maintenance is frequent
with recurrent patterns of failure;
asset must be virtually constantly
monitored or "run to failure" response
readied for implementation

% Physical life consumed

Almost new; up to 10%
physical life consumed

Up to 30% physical life
consumed

Up to 50% physical life
consumed

Up to 70% physical life
consumed

Up to 90% physical life
consumed

Virtually consumed, imminent failure

SCORE

CLIENTS PEOPLE|PERFORMANCE
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But: Can failure really be
oredicted?

residual
physical life

1234567 8 3101M1213141516171819202122 232425235 27 282930
Bearing Mumber

Bearing Life Scatter
(Ball and Roller Bearings: Theory, Design, & Application Eschmann, et al John Wiley & Sons. 1985)
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Review
residual

physical life

From Reliability Theory: The six classical failure curve
patterns

Pattern A: High initial incidence of failure
followed by a constant or increasing conditional
probability to “wear-out”. (Composite of B and
F)

Pattern B: Classic “wear-out™, constant or
increasing conditional probability to wear-out.

Age related

Pattern C: Gradual aging: wear out age is not
identifiable.

Pattern D: Best new followed by increased but
leveling conditional probability of failure.

Pattern E: Totally random: conditional
probability equal at all ages.

Pattern F: “Infant mortality”; high initial rate
followed by constant lower rate.

"“.'..‘L‘.t:}:'.‘
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Review
residual
physical life

Failure curves relate to types
assets

Pattern A: High initial incidence of failure
followedby a constant or increasing conditional
probability to “wear-out”. (Composite of B and
F)

Pattern B: Classic “wear-out”, constant or
increasing conditional probability to wear-out.

Age related

Pattern C: Gradual aging; wear out age is not
1dentifiable.

Pattern D: Best new followed by increased but
leveling conditional probability of failure.

Pattern E: Totally random; conditional
probability equal at all ages.

“Random”

Pattern F: “Infant mortality”; highinitial rate
tollowed by constant lower rate.

"“.'..‘L‘.t:}:'.‘
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Note that age related failures are a
physical life United US

substantial minority in major studies! Airlines Navy
1968 1983

followed by a constant or increasing conditional
probability to “wear-out”. (Composite of B and

Pattern A: High initial incidence of failure k

"

Pattern B: Classic “wear-out”, constant or
increasing conditional probability to wear-out.

Age related

Pattern C: Gradual aging: wear out age is not
identifiable.

Pattern D: Best new followed by increased but o o
leveling conditional probability of failure.
Pattern E: Totally random; conditional
probability equal at all ages.

Pattern F: “Infant mortality™; high initial rate

followed by constant lower rate.

"“.'..‘L‘.t:}:'.‘

“Random”
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Review
residual

Establishing basic concepts in Reliability Science | =

« Ata given point in time, a component or system is either functioning
or it has failed; the component or system operating state changes
with age and usage.

« Reliability - The probability that a functional unit will perform its
required function for a specified period of time under stated
(operating) conditions

» The likelihood that failures will occur varies over time according to
an

 Where the expected probability function is selected because
— There is a physical argument that theoretically matches a failure mechanism to a

— A particular model has previously been used successfully for the same or a similar failure
mechanism

— A convenient model provides a good empirical fit to a set of failure data






Drilling deeper - basic terms | -

physical life

and concepts

Reliability Given Time: The probablllty that a product will operate successfully at
a particular point in time. For example, “there is an 88% chance that the product
will operate successfully after 3 years of operation.”

 Probability of Failure Given Time: The probability that a product will be failed at
a particular point in time. Probability of failure is also known as "unreliability" and it
is 1 minus the reliability. For example, there is a 12% chance that the product will
be failed after 3 years of operation (and an 88% chance that it will operate
successfully).

« Mean Life: The average time that the products in the population are expected to
operate before failure. This metric is often referred to as mean time to failure
(MTTF) or mean time before failure (MTBF).

« Failure Rate: The number of failures per unit time that can be expected to occur
for the product. Warranty Time: The estimated time when the reliability will be
equal to a specified goal. For example, the estimated time of operation is 4 years
with a reliability of 90%.

« B(X) Life: The estimated time when the probability of failure will reach a specified
point (X%). For example, if 90% of the products are expected to fail by 35 years of
operation, then the B(90) life is 35 years.






“Life data analysis™ — the

physical life

Weibull function for PoF

In order to fit a statistical model to a life

data set, the analyst estimates the

parameters of the life distribution that will

[jnake the function most closely fit the
ata.

«  The parameters control the scale, shape
and location of the pdf function.

«  Forexample, in the 2-parameter Weibull
model, The shape parameter, B, defines
the shape of the distribution and the
parameter, j,(eta) defines where the bulk
of the distribution lies.






Example: City of Portland (OR
\Water

100 Year MTTF,

kew 2 150 Year

~ MTTF,
Skew 3

200 Year MTTF,
Skew 3 200 Year

~~
—
]
[}
>
—
©
<
=
£
—
c
Q
£
o>
[}
(2]
£
4
@
Q
©
<
o
[S]
[}
(2]
<
=
=
c
o
=
[S]
©
—
L
~
[}
—
¢
o
[}
=
=
ks
Lo

150
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A 2nd leak rate for pipe installed 1910-1914 W 2nd leak rate for pipe installed 1923-1927
@ 2nd leak rate for pipe installed 1957-1961 === |_inear (2nd leak rate for pipe installed 1910-1914
— Linear (2nd leak rate for pipe installed 1923-1927 === |_inear (2nd leak rate for pipe installed 1957-1961
—— Linear (2nd leak rate for pipe installed 1957-1961 —— Linear (2nd leak rate for pipe installed 1957-1961
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Insights from reliability toolbox:

“survivor analysis”

Survival analysis attempts to answer
guestions such as:

« What is the fraction of a population (eg, group of
assets) which will survive past a certain defined point
in time?

« Of those that survive to that point in time, at what rate
can they be expected to fail in subsequent periods of

time?






0.
Review
residual

physical life

Example of survivor curves

Survival functions for categories of water mains Your Town, USA I—cﬁ?

lonyg life expectancies
HAREW

100% AC

e —

il 100
yvears of age

"“.'..‘L'.::t!.'.‘
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Review

Example: Kanew — survivor functions for Bl
projecting pipe failure

Inventory of water mains by category and installation year Your Town, USA

FARMEWY

installation year

1940-1944
1950-1954
1955-1959
1960-1964
1965-1969
1970-1974
19751979
1980-1984
1985-19849
1990-1994
1995-19949

19451949

" ) CLIENTS PEOPLE|PERFORMANCE
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residual

physical life

Example: Kanew — projecting forward by pipe
type

Length of water mains to be renewed Your Town, USA
hased on long life expectancies for categories of water mains W ANET
miles

2000
2005
E 2010
2015
2020

=
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So, what is our tactical level approach where failure at physica
the asset level cannot be accurately predicted?

« Avoid/defer the consequences (significantly reduce the likelihood of functional failure
- e.g. designate as “cannot fail” or “low risk tolerance”)

Replace just before significant increase in conditional probability (see: LOS business rules
and conditional probability curves)

Add redundancy
Increase design specifications
Raise O&M standards; set narrower monitoring intervals

« Accept but manage the consequences

Develop reactive response plans that focus on consequence oriented risk mitigation
strategies such as:

) CLIENTS PEOPLE|PERFORMANCE

Containment/off-line storage
SCADA alarming
By-pass/pump around
Critical spares on site
Increase valve density






0.
Review
residual

Reduced to core questions... =

« Does the asset have a time or usage related wear-out pattern?
— Yes:
* |s the failure pattern reasonably discernable?, and

« Can a set of tasks — a strategy - be developed that reduces
the probability of failure to an acceptable level? and

* |s the strategy with its associated required monitoring interval
cost effective?

 If so, establish a proactive intervention strategy
— Otherwise:
« Re-design/re-specify, replace at a “safe life limit”, and/or

« “Run to failure” and manage the failure event and its
consequences

« Deploy appropriate condition assessment
protocols/technologies






“Take home” ideas from this

module
* Distinguish between:

— Strategic level: How many assets can be expected to fail in a given time
frame and at what cost (strategic funding)

— Tactical/operations level: Which specific assets will fail in a given time
frame (renewal program)

» Set up/determine/understand:

— Management strategy groups

— Relevant conditional failure curve associated with each management
strategy group






Questions?
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Deriving the CIP investment
orogram — a best practice model

1. The strategic CIP “Business Plan”
+ What are we going to do and why?
* What will it cost?
* How will it be funded?

+ Life-cycle impact on LOS, rates, and financial
condition

2. On time and on budget Execution
* Managing costs
« Managing schedules and deliverables Control

* Managing contracts and changes

3. Integration into the portfolio of assets
Registry
Start-up, shake-down, burn-in, commissioning

Manuals, spares, and service
Initiating the maintenance regimen

-c.':::.n:'.:'
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“Prioritization” rank-orders
validated projects

A. Public Health/Safety, Mandated Program, BOC Irrevocable Commitment, Phase
Completion

Points Criteria

20 Urgent to meet emergency situations to remedy or prevent a major health / safety
hazard.

Essential to remedy or prevent a major health / safety hazard;
Essential to comply with legally mandated programs and avoid penalty;
Essential to comply with irrevocable commitment by the BOC.

Essential to complete a project phase, otherwise the system will not be operational.

B. Service Delivery, Fiscal Impact, Leverage

Very positive economic impact;

Ongoing support by BOC for county grants match and outside agency grants;
Project identified as highest priority by BOC or County Manager;

Potential hazard — deferral of project would increase significant level of hazard.

Points

Criteria

Potential hazard — deferral of project would not increase significant level of hazard.

7

The project creates revenues or identifies savings in excess of the project cost and is
justified by a cost benefit analysis;

Implementation plans of the project are required prior to capital allocation and cost
savings reduce the base operating budget.

Project does not apply to the aforementioned criteria.

CLIENTS PEOPLE|PERFORMANCE
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Project significantly improves service delivery which will substantially reduce
subsequent operating or capital costs;

County funds are reimbursed by the federal or state government at a rate of 50% or
greater.

Project significantly improves service delivery and will be utilized by multiple
departments with little or no impact on future operating or capital costs (less than
$20,000 per year);

Essential operating capital to meet service growth and/or mandated programs.

Project significantly improves service delivery with little or no impact on future
operating or capital costs (less than $10,000 per year);

County funds are reimbursed by the federal or state government at a rate less than
50%.

Project improves service delivery with no impact on future operating or capital costs
(less than $10,000 per year)
Essential operating capital to meet service growth and / or mandated programs

Project significantly improves service delivery with moderate impact on future
operating or capital costs ($10,000 — $50,000 per year)

Project significantly improves service delivery with high impact on future operating
or capital costs (more than $50,000 per year)

Project does not significantly improve service delivery;
Project balance available for annual program;
Project requires further study before consideration.

-c.':::.n:'.:'





Example: Possible prioritization

factors & weights

Factor Weight
Public Health/Safety

Federal or State Mandated Program
Local Irrevocable Commitment
Business Risk Exposure

Senice Delivery Impact

Fiscal Impact

Conformance with Plan / Policies;
Phase Completion/

Efficiency Improvement

Leverage

Project Interdependence

Total Maximum Score

—_— ] | | -

100






Supplement to prioritization factor

weighting "Risk

Assume agency CIP limit of $25M






Capital or Maintenance ?

« Many capital projects can be deferred
significantly by increased or better maintenance
for some periods of time ;

« Always remember that if we defer capital we may
need to increase maintenance budgets for the
period of deferral or at least make a contingency
allowance for it ;

 Action : Calculate this maintenance cost and
include with the deferral recommendations to the
CIP setting & budget sessions.






Questions?
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BOISE, IDAHO - MAY 3, 2011

“SECURITY AND EMERGENCY
RESPONSE PREPAREDNESS
WITH FEWER RESOURCES ”

Prepared by: Scott Jonas
Presented by: Len Cornwell
Sammamish Plateau Water and Sewer District

Sammamish, WA

Security and Emergency Preparedness With Fewer Resources
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AFTER 9/11

é 9/11 terrorist attacks on the World Trade
Center and the Pentagon -

& 'Public Health Security and Bioterrorism
Preparedness and Response Act of 2002”
(PL 107-188)

¢ Signed by George W. Bush -

Security and Emergency Preparedness With Fewer Resources





AFTER 9/11

& 'Public Health Security and Bioterrorism
Preparedness and Response Act of 2002”

(PL 107-188) -

¢ A community water system that serves a
population of greater than 3,300 people must
review the vulnerability of its system to a
terrorist attack or other intentional acts
iIntended to substantially disrupt the ability of
the system to provide a safe and reliable
supply of drinking water. -

Security and Emergency Preparedness With Fewer Resources





AFTER 9/11

& 'Public Health Security and Bioterrorism
Preparedness and Response Act of 2002”
(PL 107-188)

¢ Deadlines for Vulnerability Assessment

¢ March 31, 2003 » December 31, 2003 e
June 30, 2004 -

¢ Depended on utility size
¢ Larger utilities first -

Security and Emergency Preparedness With Fewer Resources





RAM This and RAM That

¢ Risk Assessment Methodology for Water — RAM-W™
(2000 - 2003) -

¢ AWWA Research Foundation, Sandia National
L aboratories, EPA

¢ Focus: Risks from malevolent threats -~

¢ Risk Analysis and Management for Critical Asset
Protection — RAMCAP -

¢ Led by A S.M.E. & 100 industry leaders -«
¢ RAMCAP Framework (2005)

¢ Limited to various types and intensities of terrorist
attacks -

¢ RAMCAP Framework, Version 2.0° (2006)
¢ All hazards — natural and man-made -

Security and Emergency Preparedness With Fewer Resources






WHAT WE DID AFTER 9/117?

- Sammamish Plateau -

é Attempted our own Vulnerability
Assessment (VA) [January — June 2003] -

¢ Lack of skill in cyber attacks, hacking
methods and cyber security in general -

¢ Staff resources needed to carry out the
assessment while continuing their regular
duties was severely limiting progress -

¢ Engaged consultant to guide completion of
the VA using RAM-W .

Security and Emergency Preparedness With Fewer Resources





WHAT WE DID AFTER 9/117?

- Sammamish Plateau -

¢ Created a standing Security Task Force -
é Joined Water ISAC -

é Instituted access control
¢ Badge policy -

¢ Develop/document policies/procedures for
Issuing keys

¢ Multi-layer keying -
¢ Document network/cyber policy/procedures -

Security and Emergency Preparedness With Fewer Resources






WHAT WE DID AFTER 9/11

- Bellevue -

Complete Overview Of Water System, Oct
2002

Performed Own Vulnerability Assessment
Internally -

External V.A. to reinforce what had already
been discovered -

Incorporated security with "Emergency
Response Plan” -

Developed “Safe Mode™ and other
programs for water system security -

o e o o o
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WHAT WE DID AFTER 9/11

- Bellevue -

é Created a security standby group -
Created a water security standby manual -

¢ Created a utility infrastructure security
team that meets regularly and whose
members consisted of operators,
engineering technicians, managers,
supervisors, operators, water quality
technicians, police and fire. -

| 4
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WHAT WE DID AFTER 9/11
- Both -

¢ Incorporated security into everything we do -
¢ Picked the “Low Hanging Fruit” first -

¢ Then we started on the more challenging
responses -

Security and Emergency Preparedness With Fewer Resources





“WHAT, ME WORRY?”, you say?

é 'Were a small system in an out-of-way
area. What"s toworry about?” -

é Ask Springfield, Oregon -

Security and Emergency Preparedness With Fewer Resources
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“LOW-HANGING FRUIT”
WHAT IS IT?

é A course of action that can be undertaken

quickly and easily as part of a wider
range of changes or solutions to a

problem: first pick the low-hanging fruit -

Security and Emergency Preparedness With Fewer Resources






“LOW-HANGING FRUIT”
Post 9/11

é These are measures that would logically be
handled by our O&M staff as part of our
business

é Does not require a great amount of

coordination by departments outside of
O&M

é Can be implemented in a short period of
time

¢ Can be paid for with existing budget
é Gave us a lot of “Bang For The Buck™ -

MMMMMMMMM

Security and Emergency Preparedness With Fewer Resources = HES)EEALRLIX
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“REALLY LOW-HANGING FRUIT”

é Can you say, “Fruit On the
Ground!™?

é Some Examples > > >.

Security and Emergency Preparedness With Fewer Resources





FRUIT ON THE GROUND

¢ Re-key critical
e

¢ Add signs -

ST

THIS PROPERTY
IS UNDER 24HR
ELECTRONIC

SURVEILLANCE
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FRUIT ON THE GROUND

é Repair existing fences
é Fix existing alarms and add easy ones
é Add telemetry room security

é Notification procedures for private
companies-citizens

é Staff training - example

¢ Crewmembers not leaving access keys
unattended in unlocked trucks -

Security and Emergency Preparedness With Fewer Resources






LOW-HANGING FRUIT
ADD A NEW LOCK SYSTEM
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LOW-HANGING FRUIT
DD NEW FENCES AND GATES

L

After »
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LOW-HANGING FRUIT
IDENTIFY AND SECURE YOUR

SAMMAMISH
PLATEAU

N — WATER AND SEWER DISTRICT






LOW-HANGING FRUIT
ADD NEW INTRUSION ALARMS
AND CAMERAS

SAMMAMISH
PLATEAU

WATER AND SEWER DISTRICT






LOW-HANGING FRUIT
ADD MORE CAMERA'’S AND VIDEO
EQUIPMENT

I NG

F\
P

PlRamip
XL2—

SAMMAMISH
PLATEAU

WATER AND SEWER DISTRICT






LOW-HANGING FRUIT
MODIFY RESERVOIR VENTS
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~ALUM EXPANDED
METAL SCREEN

SCALE: 3"=1-D"

C2 X Ve X % X 4"

PL ¥ X % x 2v

"a"-20 X 1/2" LONG SS LOW HEAD HEX SOC CAP
SCREW W/WASHER 45° SPACING

HORIZ RING - PLYsX 2'-0/g" ID X 2'-1%" QD

EXPANDED METAL SCREEN ALUM FLATTENED - ALLOY
5005 H34 AMICO ¥4 125 OR EQUAL 2'-0%s" OD

HORIZ RING - PLYs X 2'-1%" ID X 2'-2%" 0D

HORIZ UHMW RING - PLY2" X 1-7/2" 1D X 1'-10'%" OD

CEE QR GO

FIBERGLASS INSECT SCREEN PHIFERGLASS POOL,
PATIO & PORCH INSECT SCREENING 18 X 14
MESH OR EQUAL 1'-10/z" 0D

"a"-20 X 1" LONG_SS COUNTERSUNK HEX SOC
BOLTS W/NUT & WASHER e 30° SPACING

VERT CYLINDER - PL¥s X 3% X 1-11%" D

VERT CYLINDER - PL¥s X 52 X 1-11%" D

SECTION

VERT CYLINDER - PLYg X% X 7-10%" ID

HORIZ RING - PLYaX 19" ID X 1-11%" 0D

PLYsX 1X 1/2" @ 30° SPACING

PLYgX%X 1" @ 30° SPACING

VERT CYLINDER - PLYaX¥%X 1'-11%" OD

HORIZ RING - PLY4" X 110" ID X 2'-0Y3" OD

HORIZ RING - PL¥%" X 1'-8!/;" ID X 2'-0Y" OD

S~

SCALE: 3"=1-0"

9) UHMW RING

UHMW  PRESSURE
RELIEF PLATE

=
Y6 PLATE NECK

ALUM
EXPANDED
METAL
GUARD

SECTIONAL VIEW

SCALE: 1/2"=1-0"

Ya"-20 X %" LONG SS BOLT W/WASHER
@ 307 SPACING

HORIZ UHMW RING - PLYz X 11'ID X 1-9%;" 0D

PLYeX¥aX 5% @ 30° SPACING

HORIZ RING - PLVg X 1-6"1D X T-11%" OD

HORIZ RING - PLVgX 1-0%" D X 1-6;" OD

EXPANDED METAL GUARD - HORIZ RING -
1-0%" D X 1-11%" 0D

VERT CYLINDER - PL¥sX 8%" X 10" ID

FLANGE RING - PLY4X 1-0%" ID X 1-5%" 0D
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EXPANDED METAL SCREEN - ALUM FLATTENED -
ALLOY 5005 H34 AMICO 4" .125 OR EQUAL -
HORIZ RING - 2'-0l/g" ID X 2'-2//4" OD

Y/2-20 X 1/4" LONG SS LOW HEAD HEX SOC CAP
SCREW W/NUT & WASHERS @ 45° SPACING

PL /4 X 9 X 9" W/3.5" DIA HOLE

Ya"-20 X 1//4" LONG SS LOW HEAD HEX SOC CAP
SCREW W/NUT & WASHERS

ALUM PIPE 3 STD X 2.621X 5//4" LONG

ALUM PIPE 3.5 STD X 3.151X 3" LONG

N

PL /4" X 5" OD W/3.5" DIA HOLE

PL /4" X 5" OD

SCALE: 3"-1-0"

OEREEE O ®

Ya" DIA BAR

NOTE:

1. USE ALUMINUM B0B1FOR CONSTRUCTION OF VENT.

SCALE WARNING
/2

NOT MEASURE 17

DESCRIPTION

Security and Emergency Preparedness With Fewer Resources

THEN DRAWING IS

1 |DEsiGNeD JSCHULZ |

[SUBMITTED BY.

AS SHOWN | IF THIS BAR DOES | pRAWN __J SCHULZ

LICENSE NO.

NOT TO SCALE |CHECKED_H DUNHAM |

LICENSE NO.

s, City of Bellevue

UTILITIES

RESERVOIR VENT
REPLACEMENT PROJECT

MECHANICAL

12" DIAMETER VENT DETALS

SAMMAMISH
PLATEAU

WATER AND SEWER DISTRICT






LOW-HANGING FRUIT

¢ Modify procedures for contractor/others
access to critical sites -

¢ Designated fire hydrant use -

é Outreach programs for citizens located
around critical facilities

¢ Increase coordination with private
companies - citizens -

é Staff training -
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LOW-HANGING FRUIT

INCREASE COORDINATION WITH
LOCAL FIRST RESPONDERS

Fire-Rescue

Laboratory

Law Emergency
Enforcement Management
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LOW-HANGING FRUIT

INCREASE COORDINATION WITH
LOCAL AFFECTED UTILITIES

Redmond Bellevue
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MORE LOW-HANGING FRUIT

& Remote site perimeter alarms

Chemical ul
Room
Conirol Building Detail Tanks

Security System Armed

4/14/2011 at 12:13:27 PM
4/14/2011 at 12:13:27 PM
4/14/2011 at 12:13:27 PM
4/14/2011 at 12:13:27 PM
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MORE LOW-HANGING FRUIT

é Table Top exercises
é Add real-time monitoring

é Incorporate water security with your
emergency response plan

¢ Safe Mode Operation -

Security and Emergency Preparedness With Fewer Resources r






SAFE MODE?
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WHAT IS A SAFE MODE

é The ability to place any critical water facility into a
mode that will not allow water to be used until a

determination has been made that the water is
safe. »

¢ If there is a question that a facility has been
compromised you do not want your operators
hesitating to isolate that facility

é Design your system to isolate any component
without significant disruption to the entire system .
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SAFE MODE
HOW IS IT DONE

¢ Remotely by an operator using the SCADA
system -

¢ Locally using the on site PLC to place the
facility in “Safe Mode” -

é By an operator physically isolating the
facility -
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SAFE MODE IN PRACTICE

é Reservoirs: -
¢ Altitude valve closing -

¢ Creating a situation where the zone
pressure is higher than the reservolir
nead -

¢ Physical isolation -
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SAFE MODE IN PRACTICE

é Pump Stations: -
¢ Shutting off pumps -

¢ Creating a situation where the pump
station is not needed -

¢ Physical isolation -
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SAFE MODE IN PRACTICE

é Source (Purveyor/Well) Stations: -

¢ Closing the inlet control valve/turn off
well -

¢ Creating a condition which forces the
inlet valve closed -

¢ Physical Isolation -
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RESERVOIR /INLET/PUMP STATION/

SAFE MODE ISOLATION VALVES

é Remote valve isolation -~
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SCADA

é System Control And Data Acquisition -

é Local control by PLC when loss of
communication with the master -

& Remote access by laptop to isolate critical
sites -

¢ 911 (on-call) pager tied directly to all alarm
tags -

é Monitoring of water quality information -
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BENEFITS OF A STAND
ALONE S.C.A.D.A. SYSTEM

é Communication lost — station remains
operational -

¢ Stations continue to operate during natural
and other disasters -

¢ Reduces demand on operators during an
event -

¢ Big savings — reduced site visits -
Security :: Makes it practical -

¢ Modify control parameters locally without
modifying headquarters -

Security and Emergency Preparedness With Fewer Resources
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ABILITY TO ADD NUMERIOUS ALARM
SENSORS AND ARRANGE THEM IN SEQUENCE
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SECURITY and EMERGENCY
PREPAREDNESS

é Security Preparedness (Causes) -
¢ ldentify sources, Resist & Harden -
é Emergency Preparedness (Effects) -
¢ Mitigate, Respond & Recover -
¢ Resilience -

Security and Emergency Preparedness With Fewer Resources





SECURITY and EMERGENCY
PREPAREDNESS

¢ Making the connection

¢ Vulnerability Assessment (RAMCAP
PlussM) identifies critical assets -

¢ Criticality assessed for all hazards -

¢ |ldentification guides hazard mitigation
strategy and investments -
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10-years Later

¢ Update to RAMCAP Framework,
Version 2.0° (2006) -

¢ RAMCAP PlusSM — most current stage of
continuing development of Risk Analysis

and Management for Critical Asset
Protection (RAMCAPSM) .,

¢ ASME Innovative Technologies
Institute (ASME-ITI) — Sector specific
applications -
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10-years Later
RAMCAP PlussM

é Revisions & Additions

¢ Likelihood, vulnerability and
consequence of natural hazards -

¢ Increased attention to immediate
dependencies posed by supply chains
and proximity -
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10-years Later
RAMCAP PlussM

é Revisions & Additions, cont.

¢ Explicit recognition of the role of
resilience (the ability to withstand or
rapidly restore function to critical assets
after an attack or natural event),
measured in duration and severity of
denial and economic impact on the
community -
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10-years Later
RAMCAP PlussM

é Revisions & Additions, cont.

¢ Dual-perspective economic impacts,
estimating the impacts to both the
owners of the infrastructures and the
community they serve -

¢ Benefit-cost analysis at both owner and
community levels -
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RAMCAP PlussM

é Key design criterion -
¢ Encourage widespread application

¢ Appropriate for self-assessment by
on-site staff in relatively short period
of time
¢ Typically 3-4 work days using 3-6
people, after assembly of
necessary documents -
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RAMCAP PlussM

é Seven analytical steps

1. Asset Characterization
Threat Characterization
Consequence Analysis
Vulnerability Analysis
Threat Assessment
Risk/Resilience Assessment
Risk/Resilience Management -

BE 0 O
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RAMCAP PlussSM
1 - Asset Characterization

é \What assets do | have and which are
critical? -
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RAMCAP PlussSM
2 - Threat Characterization

é \What threats and hazards should |
consider? .
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RAMCAP PlussM
3 - Consequence Analysis

¢ \What happens to my assets if a threat or
nazard happens?

é How much money lost, how many lives,
NOW many injuries? -
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RAMCAP PlussM
4 - Vulnerability Analysis

é \Where are my vulnerabillities that would
allow a threat or hazard to cause these
consequences? .
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RAMCAP PlussSM
5 - Threat Assessment

é \What is the likelihood that a terrorist,
natural hazard or dependency/locational
hazard will strike my facility? -
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RAMCAP PlussSM
6 - Risk/Resilience Assessment

é \What is my total risk & resilience?

¢ RISK = Consequence x Vulnerability x
Threat

¢ Resilience = Service Outage x
Vulnerability x Threat -

Security and Emergency Preparedness With Fewer Resources





RAMCAP PlussM
7 - Risk/Resilience Management

¢ \What options do | have to reduce risks and
Increase resilience?

é How much will each option produce in
reduced risks and increased resilience?

é How much will it cost?

é \What is the benefit/cost ratio of my
options? -
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RESOURCES

¢ RAMCAP PlussM

¢ All-Hazards Risk ands Resilience

(Prioritizing Critical Infrastructure Using
the RAMCAP PlussM Approach)

¢ $90 from AWWA .

{ f’k\ *’\P
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RESOURCES

¢ RAMCAP PlussM

¢ Risk and Resilience Management of
Water and Wastewater Systems

(Using the ASME-ITI RAMCARP P/usS’V’®
Methodology)

¢ $72 from AWWA .






THE THREAT REMAINS

¢ al-Qa,ida in the Arabian Peninsula’s (AQAP"s)
Inspire magazine

¢ March 2011 public posting of the fifth issue
— AQAP advises Western-based extremists
to conduct independent operations in the
West rather than risk possible compromise
by working as part of a group. Specifically,
AQAP recommends striking more
vulnerable soft targets -
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10-years Later
THE THREAT REMAINS

é Are you a vulnerable, soft target?
é Are you in their sights?
é Pick the fruit wherever you can!






THAT’S ALL FOLKS!

A husband was in big trouble when he forgot his
wedding anniversary.

His wife told him: “Tomorrow there better be

something in the driveway for me that goes zero to
200 in 2 seconds flat.”

The next morning the wife found a small package in

the driveway. She opened it and found a brand new
bathroom scale.

Funeral arrangements for the husband have been set
for Saturday. ®
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THAT REALLY IS ALL, FOLKS!
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Eugene Water & Electric Board

Jill Hoyenga, Water Resource & System Planner





Eugene Water & Electric Board

|_eak Detection & Repalir
(on the customer side of the meter):

Navigate the Labyrinth of Risk

Jill Hoyenga, Water Resource & System Planner
PNWS-AWWA Annual Conference
May 2011






[L.eak Detection

High bill complaints
— Customer Service Representative (CSR)
— First responder

Distribution system leak detection

— Leaks traced to the customer side of the
meter

Meter reading or AMI
Other?





You found a leak...now what?

* High bill complaints

— Low income/Fixed income elderly

 Distribution system leak detection
— Notify, identify, inspect, observe...repair?

* Meter reading or AMI

— Door hanger? Assistance?

e Other?






Help!

* Enter the labyrinth of
risk...

— Any “advice” or
direction given by
utility staff

— Any work performed
by the utility beyond
the meter (including
leak detection)

— Any referrals to private
contractors






Run from the risk...or manage 1t?

« Temptation 1s to run from the risk

* Compelling reasons to attempt to manage risk
— Customer service
— Write-off risk vs. Assistance risk

— Water conservation requirement

Social

Economic SYymergy Environment






Water Conservation

e Oregon OAR 690-086-0150

— Technical and financial assistance

* Washington WAC 246-260

— Leak detection and repair services
specifically listed in WUE Guidebook

* Idaho Dept of Environmental Quality

— Recommends distribution system leak
detection, though not for the general public






Low Hanging Fruit

* Easy to communicate
the benefit

* Clearest compelling
need

» Easy cost/benefit
analysis

* Easy reporting to
regulator





At Your Service

Customer wants your help

You and/or your staff want to help
Regulations say you should/must help
Contractors see profit in helping





Perfect World

e Customer gets helped

* You and your staff just
do the easy stuff

* Contractors just do the
hard stuff

* Everyone 1s helpful
and helped and happy






Nice Try

* Easy stuff

— You touched it, you broke it...

— The leak 1sn’t where your marking paint

says 1t 1s...

— A few years ago you fixed this...

 Hard stuff

— Call my favorite plumber...
— One call does 1t all...

— Check the box and

| they will come...





Monster 1n the labyrinth?

« Remember the Greek
myth of the labyrinth ?

— Minotaur: half man,

half bull lives in the
labyrinth

— Theseus: hero who
volunteers to slay the
monster, and does it!

— Ariadne: gives Theseus
a ball of thread
allowing him to retrace
his path out of the
labyrinth





Today’s Goals

* Help you 1dentify some monsters in the
labyrinth of risk

* Arm you to become the hero who slays
the monsters

* Provide a ball of thread to guide your
way safely out of the labyrinth of risk






Interested Parties






Interesting Party
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Narrowly Defined Path

« Regulating directive
» Narrow and specific contractual scope

* Process that allows and invites
competition

* Prevailing Wage Rules (comply or
avoid)

* Plumbing Code vs. Water Supplier
jurisdiction






Regulating Directive

* Services (especially contracted services)
are restricted to regulated requirements

— OAR & WAC

— Include a purpose statement 1n the contract
citing the regulatory requirement

» Careful not to exceed regulations
— PRSV, a cautionary tale






Narrow Contractual Scope

Repair backflow preventers on irrigation systems only

Service line replacement only

Repair in or outdoor leaks

Repair all leaks






Invite Competition

o Initial and annual request for
qualifications (RFQ)

— Direct mail solicitation for initial RFQ
— Web posting
— Newspaper notice

* All program materials invite the

customer’s favorite plumber to apply 1f
they are not already listed






Prevailing Wage Rules

* Public Works (public dollars) are
subject to prevailing wage rules

* Not subject to PWR: Projects for
residential construction that are
privately owned and that predominately
provide affordable housing

* Not subject to PWR: Customer project
expenditures (private not public dollars)






Jurisdiction

* Make sure you create contracts only
with companies authorized to do such
work

* May further narrow the scope of the
contract

* Excluded contractor groups must be
well reasoned (no appearance of
arbitrary criteria)






Domestic Piping

« Water pipe that serves domestic needs
within a structure authorized for

occupancy or issued a business licence
* Subject to the plumbing code
— Only contract with licensed plumbers

— Customer has the option of doing the work
themselves

— Permits are sometimes required






Irrigation Piping

* In Oregon, some licensed landscape
contractors can work on 1rrigation
systems, including replacement and
repair of the backflow preventer

* In Oregon, plumbers may work on
irrigation, but irrigation 1s not subject to
the plumbing code






Irrigation Piping

* In Washington, the landscape specialty
contractor can work on 1rrigation
systems
— For repair they must have backflow

assembly tester and specialty plumber
certification

 In Idaho, did not find any specific
license for 1rrigation






Low Hanging Conservation Fruit

e Communicate the
benefit

* (Clearest compelling
need

N\ fafS
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* Cost/benefit analysis

* Reporting to regulator






Benefits and Need

* Educate management

— Value case (TBL)
* Roll-out to staff

— Emphasize narrow path

— Eliminate past risk-fraught behavior
e Promotions to customer

— Target strategically
— Match promotion goals to capacity to serve






Leak Detection & Repair
Services

* Data logging/data capture
 Site inspection if allowed by program

 Bill analysis (before and after services)






C/B and Reporting

* Cost/benefit analysis
— Lost revenue?
— Water permit extension

* Reporting to regulators

— Know reporting format BEFORE
launching the program

— Interval/estimate of saved water






Goals Achieved?

 Identify some monsters in the labyrinth
of risk

* Arm you to become the hero who slays
the monsters

« Ball of thread to guide your way safely
out of the labyrinth of risk






Rebyy on us

Questions? Story to share?

Jill Hoyenga 541-685-7157
Jill.hoyenga@eweb.org






