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What is WaterISAC?

 ISAC = Information Sharing & Analysis Center

 WaterISAC was formally launched soon after
the 9/11 attacks.

 Developed by utility managers specifically for
water sector utilities and state water agencies
... at the urging of U.S. EPA and the FBI’s
National  Infrastructure Protection Center.



WaterISACWaterISAC  Overseen by a board comprised of utility
managers appointed by AWWA, AMWA, WEF,
NACWA, NRWA, NAWC, ASDWA, AwwaRF
and WERF.

 Designated by the Water Sector Coordinating
Council as the water sector’s official information-
sharing arm.  (The WSCC is a federal advisory
panel to DHS comprised of utility managers.)

 Federal cost-share support has been provided
by Congress through a grant from U.S. EPA.

More about WaterISAC
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 WaterISAC provides utility managers and state water
agency directors with intelligence analysis, threat
alerts, direct access to contaminant databases and
more than 2,500 documents on security and
emergency preparedness.

 WaterISAC is the ONLY national resource for sharing
vital information on homeland security threats and
other hazards.

WaterISAC’s Mission
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Why WaterISAC?

Security incidents

Weather emergencies

 Infrastructure losses
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WaterISAC:  Two Options
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WaterISAC Pro Subscriptions

Service Population Annual Fee for Primary 

User

Annual Fee for Each Add'l 

User

More than 100,000 $1,000 $500 

50,000 to 100,000 $500 $250 

Less than 50,000 $200 $100 

Annual subscription fees are modest:

 Fees are nominal compared to the value members
receive with a WaterISAC Pro subscription

 Fees for utilities are based on utility size and service
population
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WaterISAC Pro:  One of a Kind
 Has a 24/7 team of intelligence analysts, who

have federal TOP SECRET clearances.

 Delivers threat information by email and text
messaging.

 Hosts a secure forum for collaboration.

 Helps subscribers demonstrate due diligence.

 Exempt from the Freedom of Information Act.

 Protects sensitive information with signed non-
disclosure agreements.
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Intel and Information Partners

Central Intelligence Agency
Department of Homeland Security
FBI
Department of Defense
State Fusion Centers
Homeland Security Agencies
AwwaRF
Private and proprietary information

sources



Help in Identifying Suspicious Activity



Incident, Suspicious Activity Reporting
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WaterISAC’s
National Incident Database

 Created by WaterISAC with
information from law enforcement,
open source, federal agencies and
water utilities.

 With the data collected, WaterISAC
analysts produce monthly incident
summaries and quarterly trend
analyses for subscribers.
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 Pipe bombs found in a California water

aqueduct.

 A subject broke into a water plant, cut the power
and attempted to disable the SCADA system.

 A break-in at a water facility resulting in a
control panel being manipulated and all the
switches moved to open the valves leading to a
backflow.

 An unidentified subject at a Maryland watershed
impersonated a police officer and demanded
access to a utility perimeter gate.

Security Incidents in 2007
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1st Quarter Trends for 2008

 No change in number of inquires by persons
trying to obtain sensitive facility information.

 Increase in break-ins/vandalism/theft that
involve critical infrastructures.

 Decrease in contamination attempts.

 Increase in cyber-related threats and
incidents.
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WaterISAC Threat Estimate / Q1
 Attacks using chlorine enhanced IEDs & VBIEDs have decreased in

Iraq.

 Thefts of chemicals from water and wastewater facilities in the U.S.
are most likely due to criminal behavior associated with the
production of methamphetamine.  Although anhydrous ammonia is
the chemical needed for methamphetamine production, gaseous
chlorine is often mistakenly stolen.

 Increased security measures at water and wastewater facilities in the
U.S. have reduced the likelihood of the theft of gaseous chlorine.

 Should terrorists attempt to contaminate drinking water, they would
most likely attempt to contaminate the finished water supply through
the distribution system possibly using backflow. According to federal
sources, many threats to contaminate water using backflow
techniques were received in the 2006-2007 timeframe.



WaterISACWaterISAC

Monthly Cyber Attack Trends



WaterISACWaterISAC  Cyber attacks against the U.S. water infrastructure
are a serious potential threat.

 In general, the majority of worldwide cyber attacks
appear to originate from within the United States.
However, the attacks could be launched by entities
abroad who launch their attacks using hijacked
computers in the U.S.

 China currently ranks second for worldwide cyber
attacks. Chinese entities have publicized their cyber
attack capabilities in open-source reporting.

 Attackers infiltrate computers using network service
ports and, more recently, specialized "backdoor" tool
ports used for legitimate business applications.

WaterISAC Cyber Attack Trends



WaterISAC Pro E-Mail Alert



www.WaterISAC.org



WaterISAC Pro Secure Portal



Searching the Library



Inside a WaterISAC Pro Folder



WaterISAC Pro Bulletin



A DHS Bulletin on “Dirty Bombs”



WaterISAC:  Not Just About Terrorism



WaterISAC Relies on Many Sources



UK WIR Contaminant Database



EPA’s WCIT Contaminant Data



Only on WaterISAC Pro
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Two Examples of WaterISAC’s Value

1. Ricin found in a hotel room near a water
treatment facility.  The press and consumers
want a response from the mayor.

2. Damage and flooding from Hurricane Katrina
caused most of the New Orleans water and
sewerage system to fail.
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Summary
1. WaterISAC is designed specifically for the

water sector.

2. WaterISAC is the only resource of its kind
with a national reach and its own
intelligence analysts.

3. WaterISAC Pro has resources for utilities
to address security threats and the
impacts of natural disasters.
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[The water sector] has probably one of the best
information-sharing networks . . . across our sectors.

-Col. Robert Stephan (ret.)
DHS Asst. Secretary for Infrastructure Protection
February 26, 2008
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For More Information

 Sign up for an online tour of WaterISAC at
WaterISAC.org.

 Download a brochure from the WaterISAC website.

 Call 1 (866) H2O-ISAC.

*   *   *

 Every utility and state water/wastewater agency should
have at least one manager with WaterISAC access.

 Subscribe ONLINE at WaterISAC.org today.


